09/911,592 Patent 
AMENDMENT AND PRESENTATION OF CLAIMS 

Please replace all prior claims in the present application with the following claims, in 
which no claim is canceled, cuiTently amended, or newly added. 

1. (Original) A network security system to be deployed between a plurality of intranets 
belonging to respective organizations and an intemet backbone, comprising: 

a scanning system coupled to the intranets for scanning incoming electronic mail for 
malicious code; 

an anti-virus server coupled to the intranets for downloading anti-virus code to clients 

coupled to the intranets; and 
a switch coupled between the intemet backbone, the scanning system, and the anti-virus 

server, said switch configured for: 

directing incoming electronic mail from the internet backbone to the scanning system. 

2. (Original) A network security system according to claim 1, further comprising: 

a decoy server coupled to the intranets for masquerading as a legitimate server and logging 

activity on communications received via the intemet backbone; 
wherein the switch is further coupled to the decoy server and is further configured for 

redirecting suspicious traffic from the intemet backbone to the decoy server. 
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3. (Original) A network security system to be deployed between a plurality of intranets 
belonging to respective organizations and an internet backbone, comprising: 

a scanning system coupled to the intranets for scanning incoming electronic mail for 
malicious code; 

a mail proxy server for determining whether the incoming electronic mail is to be scanned for 
malicious code and directing the incoming electronic mail to the scanning system when 
the incoming electronic mail is determined to be scanned for malicious code; 

an anti-virus server coupled to the intranets for downloading anti-virus code to clients 
coupled to the intranets; and 

a switch coupled between the internet backbone, the scanning system, and the anti-virus 
server, said switch configured for: 

directing incoming electronic mail from the internet backbone to the mail proxy server. 

4. (Original) A network security system according to claim 3, further comprising: 

a decoy server coupled to the intranets for masquerading as a legitimate server and logging 

activity on communications received via the internet backbone; 
wherein the switch is further coupled to the decoy server and is further configured for 

redirecting suspicious traffic from the internet backbone to the decoy server. 
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5. (Original) A network security system to be deployed between a plurality of intranets 
belonging to respective organizations and an internet backbone, comprising: 

a plurality of scanning systems coupled to the intranets for scanning incoming electronic mail 
for malicious code; 

a plurality of anti-virus servers coupled to the intranets for downloading anti-virus code to 

clients coupled to the intranets; 
a plurality of switches coupled between the internet backbone, the scanning systems, and the 

anti-virus servers, said switches configured for: 

directing incoming electronic mail to at least one of the scanning systems. 

6. (Original) A network security system according to claim 5, wherein the switches are 
further configured for: 

load-balancing among the scanning systems and among the decoy servers. 

7. (Original) A network security system according to claim 5, further comprising: 

a plurality of decoy servers coupled to the intranets for masquerading as legitimate servers 
and logging activity on communications received via the internet backbone; 

wherein the switches are further coupled to the decoy servers and are further configured for 
redirecting suspicious traffic from the internet backbone to the decoy servers. 
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8. (Original) A method for maintaining network security system between a plurality of 
intranets belonging to respective organizations and an internet backbone, comprising: 

directing incoming electronic mail from the internet backbone to a scanning system; 
scanning incoming electronic mail for malicious code; and 
downloading anti-virus code to clients coupled to the intranets. 

9. (Original) A method according to claim 8, further comprising: 
redirecting suspicious traffic from the internet backbone to the decoy server; 
simulating the decoy server as a legitimate server to the suspicious traffic; and 
logging activity on communications received via the internet backbone. 

10. (Original) A method for maintaining network security system between a plurality of 
intranets belonging to respective organizations and an internet backbone, comprising: 

directing incoming electronic mail from the internet backbone to one of a plurality of mail 
proxy servers; 

at the one of the mail proxy servers, determining whether the incoming electronic mail is to 
be scanned for malicious code and directing the incoming electronic mail to a scanning 
system when the incoming electronic mail is determined to be scanned for malicious 
code; 

at the scanning system, scanning incoming electronic mail for malicious code; 
downloading anti-virus code to clients coupled to the intranets. 

11. (Original) A method according to claim 10, further comprising: 
load-balancing among the mail proxy servers. 
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12. (Original) A network security system according to claim 1, further comprising: 

a hub in communication with the scanning system and the intranets, wherein the scanning 
system is further configured for sanitizing at least some of the incoming electronic mail 
addressed to recipients on the intranets and directing the sanitized incoming electronic 
mail to the recipients via the hub. 

13. (Original) A network security system according to claim 3, further comprising: 

a hub in communication with the scanning system and the intranets, wherein the scanning 
system is further configured for sanitizing at least some of the incoming electronic mail 
addressed to recipients on the intranets and directing the sanitized incoming electronic 
mail to the recipients via the hub. 

14. (Original) A method according to claim 8, further comprising: 

sanitizing at least some of the incoming electronic mail addressed to recipients on the 
intranets; and 

directing the sanitized incoming electronic mail to the recipients on the intranets. 

15. (Original) A method according to claim 10, further comprising performing, at the 
scanning system, the steps of: 

sanitizing at least some of the incoming electronic mail addressed to recipients on the 
intranets; and 

directing the sanitized incoming electronic mail to the recipients on the intranets via a hub in 
communication with the scanning system and the intranets. 
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